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FROM REGULATION TO RESILIENCE:
PRACTICAL EXPERIENCES OF NIS2 IMPLEMENTATION

Olivér Bor
Manager, EY, Ph.D. Student, NKE HDI, oliver.bor@hu.ey.com

Abstract: The rapid development of cyber threats has fundamentally rewritten the nature of
organizational cyber security risks and the logic of their management. According to ENISA's
2025 threat report, DDoS attacks in Europe are up 85% year-on-year, as attackers use
increasingly sophisticated, multi-stage methods to disfract incident response teams from
concurrent, mare serious infrusions (ENISA, 2025). Meanwhile, PurpleSec's data indicates
that nearly 98% of cyber attacks are based on some psychological manipulation technique,
which emphasizes the unavoidable role of the human factor in cyber security defense
(PurpleSec, 2024). Global economic damage from cybercrime is expected to approach $9.5
trillion in 2026, making the protection of critical infrastructures and interconnected digital
ecosystems a strategic priority (Bor, 2025h).

In this context, Directive 2022/2555 of the European Union - NISZ2 - is not only a regulatory
milestone, but also a catalyst for a strategic change in approach towards cyber resilience. The
implementation of the directive in Hungary was implemented in LXIX of 2024. is
implemented by law, which represents a paradigm shift compared fo the previous, narrowly
state-focused Ibtv.. it creates a proactive, risk-based, auditable and incident
management-oriented cybersecurity ecosystem that affects both public and private sector
actors (Bor, 2025a). In this framewaork, public-private collaborations - as the defining tools of
collective cyber resilience - are of particular importance, but their effective operation can only
be ensured if clear legal, institutional and organizational conditions exist (Bor, 2025h).

The presentation is structured around three thematic axes. It first reviews current
cybersecurity threat trends, with a focus on supply chain vulnerabilities, the prominent role of
the human factor, and the emergence of hybrid threats. After that, it presents the essential
elements of the NIS2 directive, its requlatory logic and the peculiarities of the Hungarian
implementation. In the third, practical part of the presentation, NIS2 preparation and auditing
experiences will be presented: what typical organizational, procedural and awareness
deficiencies are faced by the organizations involved in achieving and maintaining compliance.
According to the conclusion of the presentation, regulatory compliance is a necessary but not
sufficient condition for true organizational resilience: the development of long-term resilience
requires contfinuous risk assessment, institutional awareness development and a strategic
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approach, the foundations of which are also confirmed by empirical research (Palicz et al,,
2022; Bor, 2025a).

Keywords: NIS2, cyber security, cyber resilience, risk management, audit
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GHOST IN THE MACHINE: Al AGENTS IN SOC

Laszlo Gyorgy DELLEI
CIS0O, Pécsi Tudomanyegyetem, dellei.laszlo@pte.hu

Abstract: Security Operations Centers (50Cs) are undergoing a significant fransformation
driven by the increasing integration of artificial intelligence intfo detection and response
processes. Traditional analyst-driven activities—such as alert triage, event correlation, and
incident investigation—are increasingly supported by Al-powered capabilities, particularly
within User and Entity Behavior Analytics (UEBA) platforms.

The aim of this presentation is to provide a practical, experience-based overview of how
Al-driven solutions are reshaping SOC operations. It outlines key areas where automation
already delivers measurable value, including the reduction of alert fatigue, faster anomaly
detection, and improved decision support. At the same time, it examines the boundaries
where human expertise remains essential. The presentation focuses on three core questions:
which SOC tasks can realistically be automated, how the role of the security analyst is
evolving, and what risks are associated with over-reliance on Al. Through practical examples,
it demonstrates how Al-based modules can augment or partially replace analyst activities in
well-defined scenarios. It also addresses key challenges such as explainability,
accountability, and trust, particularly in regulated environments influenced by framewaorks
such as NIS2.

Finally, the presentation introduces the concept of the “augmented SOC,” where human
experfise and Al capabilities operate together to ensure efficient, contfrolled, and resilient
security operations.

Keywords: SOC, artificial intelligence, UEBA, cybersecurity, automation, NIS2, incident
response
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A REDEFINITION OF THE CONCEPT OF INFORMATION
IN CYBERSPACE

Monika Nowikowska
Head of the Department of IT Law, War Studies University in Warsaw,
m.nowikowska@akademia.mil.pl

Abstract: The article “A Redefining of the Concept of Information in Cyberspace” analyses the
evolutionary shift in the communication paradigm. From the traditional model based on
reliability to the contemporary model dominated by speed and algorithmic content selection.
The main thesis of the text is the shift from information as a commaodity providing objective
knowledge to information as “noise”. In the digital age, traditional authorities and
fact-checking processes are losing their significance in favor of immediacy. Information is
becoming a tool for attracting the recipient’s attention.

Social media algorithms are a key element of this transformation. Their priority is not to
deliver valuable content, but content that evokes strong emotions and generates
engagement. As a result, reliability gives way to clickbait. These mechanisms lead to the
phenomenon of the aftention economy, in which it is not the quality of the message, but the
time spent by the user on the platform that constitutes the highest market value

The author points out that in a cyberspace overloaded with information, the individual is
unable to process the available data, leading to superficial reception. Knowledge is replaced
by short messages. Information in cyberspace is mass-produced, fleeting and devoid of
context, which causes polarisation and the spread of disinformation. This redefinition forces
audiences to develop new skills, as in the digital ecosystem the battle for attention trumps
the pursuit of truth.

Keywords: algorithms, attention economy, clickbait, communication, disinformation,
information
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FROM COMPLIANCE TO TRUST:
WHY SECURITY ONLY WORKS WHEN PEOPLE CHANGE

Peter Ronaszeki, CISM, CDPSE, 1S027001 LA, LI, IS022301 LA
Managing director, partner, FORTIX Consulting Ltd., peter.ronaszeki@fortix.hu

Abstract: In recent years, organizations have significantly increased their investment in
cybersecurity confrols, compliance frameworks, and awareness programs. Despite these
efforts, successful cyber attacks—particularly those based on social engineering—continue to
rise. This paradox highlights a critical gap between formal security compliance and actual
organizational resilience.

This presentation examines the limitations of compliance-driven security models and argues
that cybersecurity effectiveness ultimately depends on human behavior and
decision-making. Drawing on real-world incidents, including high-profile cases of
deepfake-enabled fraud and social engineering attacks, the talk demonstrates how attackers
increasingly exploit cognitive biases, frust relationships, and ftime pressure rather than
technical vulnerabilities.

Based on field experience and observed patterns across multiple organizations, the
presentation infroduces a human-centric perspective on cybersecurity, where “trust”
becomes a measurable and manageable risk factor. It outlines how traditional awareness
approaches often fail to produce lasting behavioral change and why continuous,
context-driven engagement is required to influence decision-making in critical moments.

The findings suggest that organizations must move beyond compliance and adopt a
behavioral approach to security, focusing on how employees interpret, react to, and act upon
security-relevant situations. This shift has significant implications for the design of security
programs, risk management practices, and leadership accountability in the evolving threat
landscape.

Keywords: cybersecurity, digital frust, human factor, social engineering, deepfake,
behavioral security, decision-making, risk management
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AEGIS: AI-AUGMENTED NIS2 COMPLIANCE MANAGEMENT —
TOWARDS TRUSTED, CLOSED-ENVIRONMENT CYBERSECURITY
GOVERNANCE

Péter Suti
Business Development Director, Spartan Code Kft., suti.peter@spartancode.hu

Abstract: The accelerating regulatory environment — encompassing the NIS2 Directive,
GDPR, DORA, and the EU Al Act — places mounting compliance burdens on organisations of
all sizes. Simultaneously, the proliferation of cyber threats demands not only regulatory
adherence but genuine, measurable security resilience. This paper presents the AEGIS
Compliance Management Platform, developed by Spartan Code, and its Al-augmented NIS2
module, demonstrating how artfificial intelligence can fundamentally transform the
compliance lifecycle from a labour-intensive, document-centric process into an intelligent,
automated governance workflow. A central challenge in NIS2 compliance is the secure,
structured collection of organisational knowledge — spanning policies, procedures, audio
records and informal practices — and its transformation into actionable compliance evidence.
The AEGIS platform addresses this through an Al agent-based ingestion pipeline capable of
processing multimodal inputs (documents, audio, structured data), storing the extracted
knowledge in a secure, structured intelligent data repository, and surfacing it through
targeted, competency-aware interview agents that conduct structured assessments with
relevant stakeholders.

The resulting intelligence feeds directly into a fully integrated NIS2 workflow: requirement
analysis, GAP assessment, remediation plan management, automated policy generation, and
comprehensive audit support — all within a closed, sovereign environment. Unlike
conventional approaches that require sensitive compliance data to be shared with external
auditors or third-party tools, AEGIS enforces end-to-end data sovereignty: auditors operate
within the platform under controlled access, and no sensitive data leaves the system. This
architecture addresses a critical but underexplored tension in cybersecurity compliance: the
conflict between openness (sharing data with auditors and regulators) and security (keeping
sensitive operational data contained). This presentation argues that Al-enabled closed-loop
compliance systems represent the next frontier of trusted cybersecurity governance, aligning
the Future of Security with the Future of Trust.

Keywords: Compliance management NIS2, Al agent, intelligent data repository, data
sovereignty, closed audit environment, automated policy generation
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EARLY DETECTION OF IT SECURITY INCIDENTS

Béla Szekeres
CISA, Expert Security, bela.szekeres@xsec.eu

Abstract: Any IT system can be hacked. The question is whether we will detect it in fime to
mifigate or possibly prevent the damage. Unfortunately, international experience is quite
bad; the average detection time has not decreased in recent years. Software development
cycles have accelerated, IT systems are becoming increasingly complex, all of which increase
the chances of IT security vulnerabilities. Attackers have many new fools atf their disposal to
exploit these vulnerabilities. In this presentation, we will look at the tools we have for early
detection, the challenges we face, and what can be done to overcome them. We will discuss
basic design principles that are worth following when designing the IT environment. We will
address the human resources required for defense systems and the consequences of their
scarcity. We will discuss some common misconceptions among decision-makers and the
consequences of them on the security of the organization. At the end of the presentation, we
will review what recently introduced standards can bring, both positively and negatively.

The argument of the presentation is that creating an IT security environment is not a
one-time activity, but an ongoing journey, where our chances are quite bad, but if we use our
existing fools wisely, our chances can be significantly improved.

Keywords: early detection, SIEM, Secure by Design
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SOME SECURITY CHALLENGES OF THE DEVELOPMENT
OF INFOCOMMUNICATION

Tamas Toth
department head, Special Service for National Security, toth.tamas@nbsz.gov.hu

Abstract: Trends related to the development of the information and communication
technology environment (ICT) include connectivity, convergence, multimodality, and the
strengthening of dafta protection, and from the security aspect. The infocommunication
opportunities offered by new disruptive technologies are also used by those monitored by
law enforcement and natfional security organizations. The analysis of the ICT environment
from a security aspect requires a very complex approach, which is why it is necessary to
analyze the social, fechnological, legal, and security environment.

Regarding social and user trends, it can be stated that there are 8.8 billion mobile phones for
approximately 8.3 billion inhabitants of the Earth, more than 6 billion have internet access,
which numbers are increasing, even if only in terms of the fime spent using the internet. The
most popular internet consumption devices are smartphones, and the services are
communication applications.

In terms of the technological environment, it can be seen that new-generation mobile
communication networks have an exponentially increasing crowding-out effect on previous
ones, with the increase in data transfer speed, bandwidth and service coverage requirements,
the decrease in latency, and the appearance of increasingly heterogeneous and advanced
security-marked data packets appearing on networks. Due to the above, a shift in the
architectural structure of terrestrial communication networks towards airspace and outer
space is expected by 2030, which is induced on the one hand by the demand for the spread
of smart city ecosystems.

In connection with the regulation of new infocommunication technologies, the issue of
efficiency and topicality, the balance between the value duality of data protection and
security, the rise of human rights fundamentalism and the need for effective international
legal regulation and multilateral and bilateral cooperation due to global services.

In relation to the security environment, it can be seen that communication applications that
provide end-to-end encryption based on Internet technology are also used in connection with
terrorism, criminal organizations, extremist groups, and the sexual exploitation of children, so
the lawful control of communication carried out on them is a matter of public interest.
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The global nature of services, the development of network infrastructure and cryptographuy,
the need for effective regulation, and the use of encrypted communication applications in
criminal activities can be assessed as a challenge from the point of view of lawful
communication control, which has a negative impact on security interests. Thus, effective
international cooperation with service providers, the development of an effective legal
environment, and the development of alternative cryptographic solutions that complement
each other ensure the expected data protection and the enforcement of security interests.
Visszajelzés kildése

Keywords: infocommunication, Information and Communication Technologies, law
enforcement, national security, terrorism, organized crime
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THE CYBER-GAP IS OPENING

Andras Zsuffa
CIS0, Rufusz Computer Corp., zsuffa.andras@rufusz.hu

Abstract: When estimating cybersecurity risks, we typically assume that defensive and offensive
capabilities evolve at a similar pace. Empirical evidences, however, paint a far more complex and
uncomfortable picture. Multiple independent sources — including industry incident data, threat
intelligence reports, and Al capability assessments — indicate that attacker capabilities are not
developing linearly, but are accelerating across multiple dimensions simultaneously. The time
required to exploit vulnerabilities is shrinking dramatically and continuously, in some cases
collapsing from weeks to days or even hours. Attack techniques are increasingly built on scalable,
automated, and reusable components, while the attacker ecosystem is becoming progressively
more organized along business-like lines. In parallel, artificial intelligence is rapidly expanding
offensive capabilities, broadening the range of automatable and delegable attack tasks in short
cycles. These trends do not merely reflect an increase in the number of attacks, but a qualitative
transformation of attacker capabilities: the combined amplification of speed, scalability, and
adaptability. As a result, fraditional defensive approaches — reactive and compliance-driven by
design — are entering a state of structural disadvantage. The central claim of this presentation is
that the “cyber gap” is not only opening, but that its rate of expansion is also increasing under
current defense models. The question is therefore no longer whether this gap can be eliminated,
but rather what new approaches can slow its growth and keep its impact within manageable
bounds.

Keywords: Cyber-gap, attack automation, Al, asymmetry
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DYNAMICRISK ANALYSIS AND ASSESSMENT SYSTEM
WITH PREDICTIVE CAPABILITIES FOR CRIME PREVENTION

Zoltan Gydrgy BACS
Assistant professor, Ludovika University of Public Service, bacs.zoltan.gyorgy@uni-nke.hu

Abstract: According to the well-spread expression of the Professor Emeritus of the Ludovika
University of Public Service, Géza Finszter, the most tolerable by the society crime is that one
which has not been perpetrated at all. Therefore, the crime prevention is one of the key areas
of law-enforcement bodies.

Which crime’s prevention should have the absolute priority? The answer is as simple as
complex. There are different legal aspects and investigation technics required for preventing
pick-pocketing or highly sophisticated cyber crimes. Following the logic of law-enforcement
bodies the efforts shall be concentrated on prevention of crimes which cause more material
and financial losses and are also spread widely that might impact the frust of the society in
official entities, law-enforcement, the judiciary system and even in the government.

These crimes are mostly perpetrated in the cyber space therefore we call them cybercrimes.
The perpetrators use false identity masking themselves as representatives of banks, charity
organizations, financial entities, law-enforcement officers, service suppliers, etc. ... Their
intention is the gain the trust of the ordinary people who will realize they have become
victims of a crime when they face that their bank accounts have been hacked.

The prevention of this kind of crime is far more complicated than the others. The necessary
information should be gathered beforehand by scanning the cyberspace in general and
paying a special aftention to illegal tfrade of databases on the dark web. The first task is to
achieve the operational capability to monitor the dark web just to clarify the main actors
involved in cybercrimes and to reveal the patfterns of their activities. After this it becomes
possible fo detect any activity demonstrating the same patterns. The next phase is to frace
the electronic devises involved in criminal activities and the definition of their physical
allocation.

All these functions might be carried out by setting up a new approach to information and a
new dynamic analysis and assessment system based on the new theory of information
(Gondolatok az informacio szerepérdl...) The new information theory is capable to detect the
dynamic changes of the risk factors depending on their possible threatening consequences
(Netwaork-researched Based Dynamic Method in Crime Prevention and Investigation)
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Another incomparable advantage of the dynamic risk analysis and assessment system is its
predictive capabilities. The effect is the possible reduction of crimes based on informatic
devises and linked to the dark web. The system is also capable to give a dynamic prediction
of the foreseeable tendencies in crimes.

Keywords: information theory, dynamism, reduction of criminality
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FROM PRIVILEGED USERS TO Al AGENTS: EMERGING ATTACK
SURFACES AND DETECTION CHALLENGES IN CYBERSECURITY

Sandor Fehér
CEO, White Hat IT Security, sandor.feher@whitehat.eu

Abstract: This presentation examines how attackers have historically compromised enterprise
networks by obtaining the credentials or access rights of highly privileged users. Through two
case studies based on previous real-world incidents, the presentation demonstrates how
adversaries were able to gain initial access, escalate privileges, move laterally across the
network, and ultimately reach critical systems. These examples highlight a longstanding
principle in cybersecurity: privileged access remains one of the most valuable targets for
attackers, as it enables them to bypass controls, expand their reach, and increase the potential
business impact of an intrusion.

Building on these lessons, the presentation connects traditional privileged account compromise
to the current era of artificial intelligence agents. As organizations increasingly deploy Al agents
to support business operations, software development, IT administration, security workflows,
and automated decision-making, these agents are often granted access to data, systems, APIs,
and execution environments. Consequently, the permissions assigned to Al agents may become
atfractive targets for attackers in much the same way as privileged user accounts have been in
the past.

A key concern is that detection, monitoring, logging, and behavioral analysis capabilities around
Al agents are often less mature than those applied to traditional users, administrators, or
service accounts. This creates a growing visibility gap in modern enterprise security
architectures. The final part of the presentation introduces the ten most typical Al-related
cybersecurity risks, with particular focus on access control, data exposure, prompt manipulation,
model and API abuse, supply-chain risks, and weaknesses in detection and governance.

Keywords: Al agent, cyber security incident, Al risks
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CRITICAL INFRASTRUCTURES - RESILLUSION?

Fanni Fiilopné Bartfai
PhD Student, NKE-KMDI, fannibartfai@gmail.com

Abstract: A wide range of motivations may lie behind cyberattacks, from financial gain
through political and ideoclogical objectives to the execution of traditional military operations
[1]. The common factor among them, however, is that critical infrastructures can represent
attractive targets for all such attacks, as the functioning of modern societies heavily depends
on information and communication systems [2].

In the past five years, numerous significant examples have illustrated cyberattacks against
critical infrastructure. During the 2021 Colonial Pipeline incident, a ransomware aftack
severely disrupted fuel supply along the eastern coast of the United States, highlighting the
indirect vulnerabilities of cyber-physical systems and the severity of economic
consequences. Similar threats have also emerged in Europe, where coordinated hybrid
attacks targeting airports and energy systems have tested defensive capabilities.

The changing security environment has required enhanced measures at allied [3], European,
and national levels alike, which led to the adoption of Directive (EU) 2022/2557 on the
resilience of critical entities (CER).

The objective of the directive is to establish a uniform and robust level of resilience across the
Union, requiring crifical infrastructures to develop and mainfain measures and procedures
that ensure operational continuity and resistance to disruptions. Two key pillars of this
requirement are comprehensive risk assessment covering the entire operational environment
and a resilience plan. Affected organizations must understand that preparing and
maintaining these documents goes beyond administrative burdens aimed solely at legal
compliance; instead, they can confribute to increased competitiveness. Resilient operations,
supported by properly designed, organization- and process-based, and practically tested
confingency planning or incident management plans, can reduce response times in the event
of an incident, thereby significantly minimizing the extent of damage.

For organizations that already operate integrated management systems based on

international standards reflecting real operations (e.g., ISO 27001, ISO 22301), developing a
resilience plan is not unfamiliar, as they typically already possess tested business continuity
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and disaster recovery plans, a service catalog, and comprehensive risk assessments covering
the entire environment.

The presentation will demonstrate how a well-developed resilience plan can serve as a
practical guideline.

Keywords: critical infrastructures, cybercrime, cyber operations, resilience
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THE SIGNIFICANT CYBERSECURITY AND DIGITAL TRUST
CHALLENGES OF VIRTUAL REALITY (VR)

Istvan Gulyas
researcher, University of Dunadjvaros, igulyas@mac.com

Abstract: The rapid rise of virtual reality (VR) and extended reality (XR) technologies is
opening up new dimensions in digital interactions, while also posing significant cybersecurity
and digital frust challenges. The aim of this study is to analyze the security risks of VR-based
systems and the sustainability of trust, with a particular focus on the evolution of
cyberattacks, soffware and supply chain security, and the protection of critical infrastructure.
The results highlight that VR systems offer an expanded attack surface due to sensaors,
biometric data, and real-time data processing, which goes beyond the risks of traditional IT
systems. The evolution of cyberattacks — including ransomware, phishing, deepfake-based
social manipulation, and denial-of-service attacks — is targeting virtual environments in
increasingly sophisticated ways, exploiting weaknesses in identitfy management and
authentication. Due to the loT-like architecture of VR platforms, traditional vulnerabilities
(e.g., misconfigurations, software bugs) remain relevant but are supplemented by new,
immersion-specific threats.

Software supply chains pose a significant risk, as the compromise of third-party components
and developer tools can lead to system-wide vulnerabilities. A significant portion of modern
cyberattacks occurs indirectly through supply chains, which is particularly critical for VR
ecosystems due to their high degree of integration. Flaws identified in VR software —
particularly interface and resource management vulnerabilities — further increase risks,
especially in the early stages of the development lifecycle.

The VR-based integration of crifical infrastructure (e.g., healthcare, industrial systems,
education) imposes additional security requirements. Disruption or manipulation of VR
devices can have a direct impact on operational processes, so protecting them requires a
multi-layered defense strategy that goes beyond traditional IT security.

Overall, maintaining digital frust in VR environments requires a complex, interdisciplinary
approach that includes the use of “zero-trust” architectures, continuous monitoring,
standardized security frameworks, and increased user awareness. This study emphasizes
that the security of future VR ecosystems is crucial for ensuring the widespread adoption of
the technology and the stability of the digital economuy.
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CYBERSECURITY OF SPACE INFRASTRUCTURE

Arpad Vukovics
Alumni, Capella University, 107 Meryton Dr. Dallas, GA 30157, arpad.vukovics@mac.com

Abstract: This presentation aims to examine the growing importance of cybersecurity for
space infrastructure as satellites and related systems become increasingly essential to modern
life, economic activity, public safety, defense, and global communications. It introduces the
evolving space ecosystem, including ground, space, communication, and user segments, and
highlights how the transition from isolated, analog, and hardware-based systems foward
networked, digital, and software-driven architectures has expanded the cyber threat surface.
The presentation explains why satellite security matters by connecting space systems fo
everyday services such as GPS, internet access, logistics, utilities, weather forecasting, and
disaster response. It also reviews core cybersecurity principles, including confidentiality,
integrity, availability, reliability, authenticity, accountability, and non-repudiation. Special
aftention is given to major threat vectors, including supply-chain vulnerabilities, cloud
infrastructure risks, signal interference, malware, insider threats, payload hijacking, and
anti-satellite capabilities. The 2022 Viasat KA-SAT cyberattack is presented as a concrete
example of how a satellite-network incident can disrupt internet access, energy infrastructure,
emergency services, and remofte communities. Finally, the presentation considers emerging
risks such as quantum computing, artificial intelligence, the Internet of Things, and Kessler
syndrome, while outlining mitigation approaches through encryption, resilience, risk
management, NIST standards, FIPS publications, and the SPARTA framewaork.

Keywords: Satellite cybersecurity; cyber threats; satellite communications; ground segment
security; signal interference; Viasat KA-SAT attack; quantum-resistant encryption
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2. ADAPTIVE
CYBER DEFENCE




EXPERIENCES IN IMPLEMENTING NEW TRAINING METHODS AT A
TECHNOLOGY-CENTERED INTELLIGENCE ORGANIZATION

Ferenc Horvath
SSNS, fhorvath25@gmail.com

Abstract: Humanity remains the fundamental cornerstone of cybersecurity. To ensure that
users do not become the "weakest link," mere instruction is insufficient; organizations must
actively shape mindsets and cultivate deep-rooted security awareness. For educational
confent to translate into real-world utility, training programs must engage all neurological
levels that are active during the practical exercise of a specific competence. Simply
transplanting traditional, "Prussian-style" educational principles into the digital realm is no
longer an effective strategy. The true breakthrough occurs when the focus shifts entirely
toward the learners themselves—their unigue needs, behaviors, and individual
characteristics. The primary objective should be the creation of user-friendly learning
opportunities rather than the imposition of mandatory fraining. This pedagogical transition
prioritizes competence development over simple knowledge fransfer, interaction over
top-down communication, and multimodal experiences over passive listening. Furthermore, it
replaces rigid mandates with gamification, memory-based testing with practical application,
and instructor authority with collaborative partnership. This presentation examines the
challenges overcome and the measurable results achieved while establishing an
organizational training framework built upon these modern principles within a
technology-centric intelligence environment.

Keywords: Cybersecurity Awareness, Mindset Shaping, Multimodal Learning, Competence
Development, Gamification
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CYBERSECURITY IN DIGITAL FORENSICS - CYBERSECURITY OF
DIGITAL FORENSICS: METHODOLOGICAL SYNERGIES WITHIN THE
NIS2 FRAMEWORK

Istvan Zsolt MATE
digital forensic expert, Hungarian Institute for Forensic Sciences, mateizs@nszkk.gov.hu

Abstract: Digital forensics and cybersecurity are traditionally considered to be distinct fields
within the applied sciences. The fundamental reason for the methodological divide between
the two fields lies in the divergence of their respective approaches. Digital forensics is
fundamentally based on ex post (post-mortem) investigations and examines digital fraces
from an exploratory-analytical perspective for the purpose of evidence gathering. In contrast,
cybersecurity focuses on ex ante prevention and real-time, active incident management.

However, the convergence of these two fields has accelerated in recent times. The infricate
nature of cyber threats and the impermanence of evidence necessitate novel methodological
synergies, leading to the convergence of defensive and investigative functions. The concept
of forensic readiness is also reflected in this principle, which can be defined as the conscious
design of systems that ensures the provision of legally relevant evidence without
compromising defence mechanisms.

The presentation highlights these complex challenges through case studies—based on the
methodological framework of the ISO/IEC 27043:2015 standard and the NIS2 Directive—and
finally formulates adaptive expert responses that ensure digital trust remains sustainable

even amid technological advancements and an increasingly stringent legal environment.

Keywords: cybersecurity, digital forensic, forensic readiness, methodological synergy
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THE AI-QUANTUM COLLISION

Marton Miklos
CEO, ACPM IT Zrt., President, Hungarian Cybersecurity Cluster
marton.miklos@acpmit.com

Abstract: As of 2026, the cybersecurity landscape has entered the "Collision Era," where the
convergence of frontier Al models and quantum computing has fundamentally shifted global
security paradigms. This research aims to analyze the emergence of "Automated Offense"
and the resulting collapse of fraditional boundaries between human expertise and machine
speed. It explores the urgent necessity for organizations fo transition from reactive, manual
security models to Al-native, quantum-resilient framewaorks.

Recent developments in Al have demonstrated a pivotal moment for cybersecurity. Mythaos
has successfully automated the discovery of high-severity zero-day vulnerabilities—such as
a decade-old Apache ActiveMQ flaw—in minutes rather than weeks. This acceleration has
triggered an remediation crisis characterized by a bottleneck where the volume of
Al-generated bug reports exceeds human patching capacity.

Simultaneously, the rise of "Harvest Now, Decrypt Later" (HNDL) attacks and the approaching
"Q-Day" threaten the functional lifespan of RSA and Elliptic Curve encryption.

The research finds that cryptographic agility is no longer optional; organizations must
migrate to NIST-approved Post-Quantum Cryptography (PQC) standards like ML-KEM to
survive the quantum transition. Furthermore, the study identifies a strategic shift toward
confinuous compliance to automate the mapping of complex 2026 mandates like the EU Al
Act. Ultimately, successful defense in 2026 requires utilizing quantum-enhanced Al to
automate the remediation process, thereby matching the speed of automated offensive
tools..

Keywords: Post-Quantum Cryptography (PQC), Al-Native Defense, Claude Mythos, Q-Dauy,

CRQC, Automated Offense, Continuous Compliance, Remediation Crisis, Harvest Now Decrypt
Later
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THE DUAL ROLE OF ARTIFICIAL INTELLIGENCE IN CYBERSECURITY:
ATTACK AND DEFENSE

Gabor Janos Sagi
cyber security expert, gaborjanos.sagi@hungarocontrol.hu

Abstract: The rapid development of Artificial Infelligence (Al) has fundamentally transformed
attack and defense tactics in cyberspace, making it a dual-use technology. Cyber afttackers
automate and scale their operations using Al-based tools. With the help of generative
models, they create personalized, context-aware phishing campaigns and deepfake content
(Mohamed, 2023). Through machine learning, they develop adaptive, self-mutating malware
that evades traditional defense systems (Telrandhe et al., 2025), and they employ deceptive
patfterns to bypass or poison ML-based detectors (Vitorino et al., 2023).

In parallel, cyber defenders are also increasingly applying Al technologies. Deep learning
methods improve infrusion detection and anomaly recognition through the analysis of
complex network ftraffic patterns (Nakip & Gelenbe, 2024). Self-supervised learning
approaches enable real-time threat detection against changing attack vectors (Neha &
Bhatia, 2025). Al-based threat intelligence systems perform predictive risk assessment and
accelerate the workflows of Security Operations Centers (50C) (Sharma, 2024). Automated
incident response platforms reduce reaction times (Nnaka et al., 2025).

However, the dual use of Al poses serious challenges; defense systems themselves are
vulnerable to adversarial attacks, therefore hybrid approaches, adversarial training, and
confinuous retraining are required (Mohamed, 2025). The research highlights that the
effectiveness of Al-driven cybersecurity can only be ensured through the integrated,
synergistic application of technological solutions and human oversight.

Keywords: Al in offence, Al in defense, Al in cybersecurity
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CYBER RISKS OF QUANTUM COMPUTING AND CYBERSECURITY
ASPECTS OF ARTIFICIAL INTELLIGENCE

Lajos Szaho
Director, National Cybersecurity Centre, Hungary, lajos.szabo@nki.gov.hu

Abstract: This presentation examines the cybersecurity implications of quantum computing
and artificial infelligence (Al), with particular focus on emerging technological risks and
adaptation strategies. The advancement of quantum computing is expected to significantly
impact currently deployed cryptographic systems, especially widely used asymmetric
encryption methods. The presentation discusses the long-term nature of the quantum threat
landscape and introduces the “harvest now, decrypt later” approach, which creates
substantial risks for sensitive data requiring long-term confidentiality. In addition, the
presentation highlights the importance of post-quantum cryptography and crypto-agile
systems, as well as the preparedness challenges organizations are expected to face in the
coming years. The second part of the presentation focuses on the cybersecurity aspects of
artificial intelligence from both offensive and defensive perspectives. It presents current
trends related to Al-assisted phishing campaigns, deepfake technologies, automated
vulnerability research, and Al-driven malware development. At the same time, the
presentation also addresses defensive applications of Al, including anomaly detection, spam
and fraud filtering, and automated netwaork traffic analysis. The presentation concludes that
both quantum computing and artificial intelligence represent not only technological but also
strategic challenges, requiring a new cybersecurity mindset and long-term preparedness.

Keywords: quanfum computing, post-quantum cryptography, artificial intelligence,
cybersecurity, deepfake, Al-driven attacks, crypto agility
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PROTECT THE UNPROTECTABLE?

Zoltan Belinszki
PhD student, PTE, zbelinszki72@gmail.com

Abstract: Despite the continuous development of technology and tools, the tightening of
regulations, and the steps aimed at making information security global, the protection of
content posted on the Internet cannot be solved 100 percent. Self-restriction, i.e. filtering and
reducing content shared on the World Wide Web, can work in many areas.

In the field of art, this choice is unacceptable. Creators would not only lose the opportunity for
self-expression, but also a large part of their audience. A band cannot help but post a video of
a new song on the Internet, lest others copy it and generate new songs from if, earning
advertising revenue with the ,new album”. A fashion designer cannot help but publish his
latest creation, lest unauthorized people make money from it under the pretext of fast
fashion. A literary scholar cannot help but not publish his poem, lest he be seen as a Coelho
meme.

Some artfists use special software as legitimate self-defense in order to preserve their
copyrights. Platform law has changed the paradigm: it forces large social platforms to take
preliminary measures.

How can information security be increased int he field of art? Is global regulation an illusion
or the only solution? Can the reinterpretation of other people’s works be considered an
independent work? The lecture will discuss topics affecting the sense of security of rights
holders as the starting points for research assessing this.

Keywords: art, information security, copyright, ex ante
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ONLINE SCIENTIFIC COMMUNICATION AS A CRITICAL DIGITAL
TRUST INFRASTRUCTURE

Laszlé Berek
library director, Obuda University, berek.laszlo@uni-obuda.hu

Abstract: The scientific communication ecosystem now serves as a foundational frust
infrastructure within digital society. Research outputs shape not only the scientific
community but also exert direct influence on healthcare, energy systems, industry,
education, and strategic and regulatory decision-making. Hence, the integrity and credibility
of scientific communication have long been a matter of information security and societal
trust, and not simply a purely academic matter.

Expanding upon these foundational concerns, this presentation analyzes how the rapidly
evolving digital environment and the emergence of generative artificial intelligence have
infroduced new vulnerabilities into scientific publishing and communication systems. It
examines threats to the credibility of scientific information, such as Al-generated scientific
conftent, manipulated peer-review processes, citation manipulation, predatory journals, and
the increasing influence of paper mill networks.

The presentation also frames the scientific publishing ecosystem as a complex digital supply
chain, in which compromised or manipulated content may pose risks analogous to other
forms of critical infrastructure. Scientific disinformation manipulated research findings, and
Al-driven content generation may impact academic reputation, public frust, and policy
decision-making.

In response to these identified risks, the presentation proposes institutional and information
security strategies to safeguard the integrity of scientfific communication. It emphasizes
pre-submission manuscript screening models, Al-based detection solutions, methods for
identifying predatory journals, and the critical role of university libraries and research support
organizations in upholding scientific trust.

Keywords: Scientific communication, Digital trust, Information security, Generative Al,
Research integrity, Predatory journals
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THE BLIND SPOT OF CYBERSECURITY - INTERPRETIVE VULNERA-
BILITY AS ASTRUCTURAL RISKBEYOND TECHNICAL COMPLIANCE

Zsuzsa Gulyas
Lecturer, Gabor Dénes University, PhD Candidate, Faculty of Law, University of Pécs,
MEDESZ Researcher and Educational Development Specialist, gulyas.zsuzsa@medesz.hu

Abstract: Cybersecurity has long defined vulnerability within technical frames of reference,
linking risk to system flaws, misconfigurations and attack surfaces. This perspective leaves a
distinct layer unexamined, one that does not arise from system malfunction but from
divergence in infterpretation. This paper proceeds from the assumption that a considerable
share of security incidents cannot be fully explained by technical failure. They emerge from
discrepancies between regulatory prescriptions, operator understanding and the execution
logic of automated systems. Within this configuration, vulnerability is not confined to code
but manifests at the level of meaning. The analysis infroduces interpretive vulnerability as a
structural category of risk that forms at communicative boundaries. These boundaries extend
beyond the interface between human and system and include divisions across organisational
units, professional framewaorks and normative expectations. Under such conditions, security
cannot be reduced to technical compliance but depends on the maintenance of interpretive
coherence. The paper contends that prevailing cybersecurity practices render certain risks
visible while systematically obscuring others. Without the capacity to identify interpretive
divergence, interventions remain confined to symptomatic correction and fail to address the
underlying sources of disruption.

Keywords: sinterpretive vulnerability, cybersecurity, semantic risk, organisational
communication, compliance, human-machine interaction, interpretive divergence, structural

risk, meaning intelligence, MEDESZet
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THE DARK SIDE OF THE Al PIPELINE: CYBERSECURITY THREATS IN
THE MODELING PROCESS

Csaba Iranyi
Machine Learning Engineer, e-Corvina Ltd., csaba.iranyi@gmail.com

Abstract: The lecture will examine the cybersecurity aspects of machine learning modeling
across the entire Al lifecycle, from data processing in local environments through cloud-based
training fo production deployment. Its central argument is that the data science and modeling
pipeline is not merely a vehicle of technological innovation, but also a broad attack surface in
which data, models, software components, and services can all become targets. The
presentation will address attacks against sensitive data, including personal, health-related,
classified, and proprietary business information, and will show how large-scale, temporally
distributed data fransfers and archiving processes can create difficult-to-detect risks of data
leakage and unauthorized access. It will also explore different forms of data poisoning: how
datasets collected from open sources, acquired from vendors, or generated internally may be
distorted, and how mislabeling, bias, manipulated associations, and hidden intent can emerge
within fraining data. Special attention will be given to the vulnerabilities of transfer learning and
fine-tuning, including the modification of foundation models, the insertion of hidden triggers,
and the dangers posed by deceptive or counterfeit public model repositaries. The lecture will
further discuss model theft, the manipulation of weights and parameters, and supply chain
aftacks targeting framewaorks, APIs, notebooks, plugins, and open-source libraries. Finally, the
compromise of cloud services, risks associated with multi-tenant environments, and
denial-of-service attacks will illustrate the financial, reputational, and legal consequences that
define the real threat landscape in which modern Al systems must operate.

Keywords: machine learning, cybersecurity, data poisoning, cloud security, model integrity
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MODERNISING THE MEASUREMENT OF INFORMATION SECURITY
AWARENESS THROUGH LARGE-SAMPLE EMPIRICAL VALIDATION

Pal Karoly Laska
Ph.D. Student, NKE, laska.pal.karoly@uni-nke.hu

Abstract: Approximately three-quarters of cybersecurity incidents can be fraced back to the
human factor, making the objective measurement of human security awareness a key issue
of cyber resilience. The most widely applied instrument in the international literature, the
HAIS-Q (Human Aspects of Information Security Questionnaire), is, however, no longer
capable of keeping pace with the changes of the digital environment — the new challenges
posed by artificial intelligence, cloud-based services, 10T devices, and modern authentication
solutions. Our research therefore aimed to develop and validate a new measurement
instrument, the SAM (Security Awareness Model).

Within the framework of contingency theory, SAM builds upon the foundations of HAIS-Q
while significantly expanding and modernising it. The model operationalises information
security awareness across seven focus areas (authentication, internet services, information
management, device use, incident management, regulation, and awareness) and ten
dimensions, following the Knowledge-Attitude-Behaviour (KAB) approach, through a
120-item questionnaire structured as a hierarchical formative measurement model.

The empirical validation of the model was conducted through two large-sample, nationally
representative data collections: residential (n = 3,144) and corporate (n = 2,184) populations,
using IPF weighting and Partial Least Squares Structural Equation Modelling (PLS-SEM) in
SmartPLS. The reliability of the dimensions proved adequate (Cronbach's a > 0.8). Our
findings refute several stereotypes: high knowledge alone does not lead to security-aware
behaviour — the strongest effect is linked to attitude (B = 0.769), which plays both a
mediating and moderating role; the older age group is objectively more aware than digital
natives; and SME employees underestimate their own level of awareness. The effect of
income is only indirect, primarily mediated through educational attainment.

The SAM model is suitable for longitudinal measurement, profiling, identification of risk
zones, and the documentable assessment of human-related requirements of ISO/IEC 27001,
NIS2, and GDPR. The practical implication of the research: the key to effective prevention lies
not in knowledge fransfer, but in aftitude-shaping, experience-based, and gamified
interventions.
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Keywords: Security Awareness Model, information security awareness, HAIS-Q, KAB model,
PLS-SEM, cyber resilience
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